CUYAHOGA COUNTY
BOARD OF ELECTIONS

Henry F Curtis, IV, Chairman Anthony W, Perlatti, Director
Inajo Davis Chappell, Board Member Anthony Kaloger, Deputy Director
Terence M. McCafferty, Board Member

Lisa M. Stickan, Board Member

MEETING AGENDA July 25, 2024 9:30 a.m.
THE PLEDGE OF ALLEGIANCE

ADMINISTRATIVE
1. Approval of the minutes from the June 11, 2024, board meeting
2. Acknowledgment of Secretary of State Directives:
a. Directive 2024-09: Election Administration Readiness and Preparedness for the November 5, 2024,
General Election
b. Directive 2024-10: Election Security for November 5, 2024, General Election (Security Directive 5.0)
c. Directive 2024-11: Voter Registration Data Integrity
d. Directive 2024-12: Instructions Regarding the Review, Examination, and Verification of the Petition
Proposing a Constitutional Amendment (Redistricting)
e. Directive 2024-13: Instructions Regarding the Examination of a Petition to Form a Minor Political
Party
f. Directive 2024-14: Preparation for the Statewide Mailings of Absentee Ballot Applications for the
November 5, 2024, General Election
g. Directive 2024-15: The Examination and Verification of Petitions from Minor Party “Libertarian Party
of Ohio” Candidates for U.S. Senate as well as President and Vice President of the United States
3. 1801 Superior Avenue Status Update by Mike Dever, County Public Works Director

ABSENTEE SERVICES
4. Approval to outsource the printing of Vote-by-Mail ballots for the November 5, 2024, Presidential General
Election

BALLOT
5. Preliminary approval of the ballot order for the November 5, 2024, Presidential General Election

ELECTION OFFICIALS
6. Approval to appoint not less than two precinct election officials for each precinct pursuant to ORC
§3501.22 for the November 5, 2024, Presidential General Election

ELECTION SUPPORT
7. Preliminary authorization for the allocation of voting booths for the November 5, 2024, Presidential General
Election. Allocation quantities are based on one voting booth for every 175 registered voters per polling
location. A total of 4,842 voting booths will be allocated + 705 ClearCast Go scanners + 289 ADA
ClearAccess voting units and 1,152 Electronic Poll Books

Video of this meeting can be viewed at https://www.youtube.com/CuyahogaCountyBOE

! Please email mbejjani@cuyahogacounty.gov or dwhitel@cuyahogacounty.gov with your name and the nature of your

comment so we can fully assist you.
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FISCAL SERVICES
8. Approval of Resolution and/or Contract for
a. R2024-07-25-0001C - Enhanced Voting, LLC, Live Election Night Reporting Software.
9. Approval of Resolutions and/or Vouchers for
a. R2024-07-25-0002V - ESSVR, LLC., Dims Annual Maintenance Fee
b. R2024-07-25-0003V - Buckeye Power Supply, Rental of Portable Generator

REGISTRATION
10. Challenge of Right to Vote filed by Dennis Culley against David Biagas
11. Challenge of Right to Vote filed by Dennis Culley against Ronald H. Coleman
12. Challenge of Right to Vote filed by Dennis Culley against Cynthia Dlugo
13. Challenge of Right to Vote filed by Dennis Culley against Terry L. Green
14. Challenge of Right to Vote filed by Dennis Culley against Francis Raymond Kish
15. Challenge of Right to Vote filed by Dennis Culley against Nellie McKinney
16. Challenge of Right to Vote filed by Dennis Culley against Mohd M. Qamar
17. Challenge of Right to Vote filed by Dennis Culley against Wanda F. Raybon
18. Challenge of Right to Vote filed by Dennis Culley against Tonya Rushton
19. Challenge of Right to Vote filed by Dennis Culley against Clay W. Williams, Jr.
20. Challenge of Right to Vote filed by Willie Jones, III against Brian Wilkes
21. Challenge of Right to Vote filed by Willie Jones, III against Samantha Williams

HUMAN RESOURCES
22. Approval of the personnel agenda

NEW BUSINESS

PUBLIC COMMENT"

EXECUTIVE SESSION

Discussion of personnel issues (to consider the appointment, employment, dismissal, discipline, promotion, demotion,
or compensation of a public employee or official) and disputes involving the public body that are the subject of
pending or imminent court action.




CUYAHOGA COUNTY
BOARD OF ELECTIONS

2024 Board Meeting Schedule

July 2024

Thursday, July 25" @9:30 a.m. July Board Meeting

August 2024

Tuesday, August 6" August 6, 2024 Special Election — No Election — No Contests or Issues filed
Monday, August 19" @9:30 a.m. Certification of candidates and issues for the November 5, 2024 General Election
September 2024

Certification of remaining issues, charter amendments, and write in candidates for

th N
Monday, September 9% @9:30 a.m. the November 5, 2024 General Election

October 2024

Tuesday, October 8" @9:30 a.m. October Board Meeting

November 2024

Friday, November 1% @ 9:30AM Meeting for the November 5, 2024 General Election

Tuesday, November 5% November 2, 2024 General Election

Monday, November 18" @9:30 a.m. Provisional Verification for the November 5, 2024 General Election

Tuesday, November 26'" @9:30 a.m. Certification of the November 5, 2024 General Election

December 2024

Thursday, December 12" @9:30 a.m. December Board Meeting
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CUYAHOGA COUNTY
BOARD OF ELECTIONS

Board Meeting
6/11/2024
Attending:

Henry F Curtis, IV, Chairman

Terence M. McCafferty, Board Member

Lisa M. Stickan, Board Member

Anthony Perlatti, Director

Tony Kaloger, Deputy Director

Mark R. Musson, Assistant Prosecutor, Cuyahoga County

Mary Bejjani, Clerk to the Board
Skip White, Clerk to the Board

The Cuyahoga County Board of Elections Meeting began at 9:35 a.m. Hereinafter referred to as the
CCBOE/Board. Chairman Curtis noted that Board Members McCafferty and Stickan were in attendance. Board
Member Davis Chappell was excused from today’s meeting.

Agenda Item 1: Approval of the minutes from the May 28, 2024, board meeting

Chairman Curtis moved to approve the minutes from the May 28. 2024, board meeting. Board Member
McCafferty seconded. The motion passed unanimously.

Agenda Item 2: Acknowledgement of Secretary of State Advisory 2024-02: H.B. 2, Presidential
Candidates (135th General Assembly — Special Session)

Chairman Curtis moved to acknowledge Secretary of State Advisory 2024-02: H.B. 2. Presidential Candidates
(135th General Assembly — Special Session). Board Member McCafferty seconded. The motion passed

unanimously.

Agenda Item 3: Acknowledgment of resignation from, and appointment to elected office

Chairman Curtis moved to acknowledge the resignation from. and appointment to elected office. as provided in

the board materials. Board Member McCafferty seconded. The motion passed unanimously.

Agenda Item 4: Challenge of Right to Vote filed by Kjerstine Popov against Wurood Aimen Saleh

Hasani Wheat, Registration Department Manager, presented information outlined in the board materials
regarding the Challenge of Right to Vote filed by Kjerstine Popov against Wurood Aimen Saleh. Ms. Popov, a
registered voter in Cuyahoga County, living at 4805 Royalwood Road since 2019, challenged Wurood Aimen
Saleh’s voter registration at the same address. The voter registration card for Wurood Aimen Saleh was dated
March 22, 2024, and received at the CCBOE on April 2, 2024. The individual had not voted in any election
since registering nor had any voter activity. Ms. Popov testified via Zoom that Wurood Aimen Saleh did not
live at 4805 Royalwood Road. Chairman Curtis confirmed that Wurood Saleh or a representative was not in

Narrative that is underlined in the CCBOE minutes relates to a motion that was acted on by the Board.



attendance for the hearing. Board Member Stickan asked where the respondent was previously registered to
vote. Mr. Wheat stated the individual was not previously registered. -

Chairman Curtis moved to uphold the Challenge of the Right to Vote filed by Kjerstine Popov against Wurood
Aimen Saleh. Board Member McCafferty seconded. The motion passed unanimously.

Agenda Item 5: Approval of the personnel agenda

Chairman Curtis moved to approve the personnel agenda, as provided in the board materials. Board Member

McCafferty seconded. The motion passed unanimously.

NEW BUSINESS

Registration Readiness Update

Deputy Director Kaloger advised the Board that state and federal laws require boards of elections to maintain
accurate voter registration. The process includes working with the U.S. Postal Service, the Bureau of Motor
Vehicles, and the Social Security Administration and sending letters to each voter registration to verify the
individual's actual residential address. Various notices were previously sent to these individuals to confirm that
they have moved, update their identification information, or verify their current residential address. If, over the
four years, these registrars had taken no steps to update or confirm their information and have no voter activity
for those four years, then a Registration Readiness letter is sent to them. The Registration Department goes
through various steps to confirm and proof the list. They also send information to the Secretary of State's office
to verify the information before the letters are sent. The Registration Department sent 15,000 last-chance letters
on May 31, 2024. These registrars will have until July 22, 2024, to respond to the final mailing before they are
canceled. If their registration is canceled, they can re-register by October 7, 2024, for the November 5, 2024,
General Election deadline. Deputy Director Kaloger stated that Ohio has a reasonable approach to keeping the
voter registration database clean and allowing voters to maintain their current voter registration status. As part
of the program, the Secretary of State's office will also be reimbursing the counties for any of the printing and
costs involved.

1801 Superior Update

Director Perlatti updated the Board regarding the building at 1801 Superior. He stated that discussions
regarding the mechanical structure of the building took place at a previous County Council of the Whole
meeting. As a result, County Public Works engaged Osborn Engineering to study the mechanical infrastructure
of the building and provided an update to the Council. On June 4, 2024, the Council Members voted the lease
agreement out of the Committee of the Whole and to the regular County Council meeting. The agreement was
approved by Council the same evening by an eight to one vote. There is now an approved and signed lease
between the County and Industrial Commercial Properties LLC. The lease goes into effect in January 2025,
which will be the target date for the Board of Elections to move in. In 2026, Health and Human Services is also
scheduled to move into the building. The CCBOE will conduct the May 2025 Primary at 1801 Superior. He
explained that typically, in odd-year May primaries, the elections may include approximately 200 to 300
precincts, about one-quarter to one-third of the County. Director Perlatti stated Deputy Director Kaloger and he
will be attending a June 14, 2024, meeting that Public Works is hosting. The purpose of the meeting is to
onboard the various stakeholders as preparations begin to work on the building for the January 2025 move. He
explained work on the building starts now, which involves some interior demolition and the construction of
new walls along with running power and data where needed. Work will also be done on the existing parking
structure and the addition of ADA parking that will be installed. The Director said the CCBOE will emphasize
to the public that the November 5, 2024, Presidential General Election will be conducted at the Hughes
Building at 2925 Euclid Avenue, including the location of the Ballot Drop Box.

November Preparations Update
Director Perlatti advised the Board that the CCBOE is preparing for the November 5, 2024, Presidential



General Election. On May 30, 2024, the CCBOE had its first meeting with the Cuyahoga County Sheriff's
Office to discuss security and will have a weekly meeting from now through September, 2024. There was also
an initial meeting with Public Works to discuss preparations for Early In-Person Voting. The CCBOE and
Public Works, along with an architectural firm, will be working on the layout of the rear parking lot, including
moving the drop box closer to the exit for easier access and placement of tents, ensuring the CCBOE complies
with space and aisle sizes. Public Works is also helping to secure additional parking in the area. Director
Perlatti stated he is thankful to CCBOE neighbors who are supportive of the democratic process of voting and
are willing to provide parking. The Fiscal Department has submitted two funding requests to the County Office
of Budget and Management (OBM) relative to the November Election. The first item is for electronic
equipment to strengthen the CCBOE cyber security profile and electronic operations, including acquiring
additional computers and scanners. The second request is related to Early In-Person voting. During the earlier
budget cycle, the CCBOE did not know where early voting would occur. County Council in Committee of the
Whole meetings were made aware that the CCBOE would be coming back for additional funding for the early
voting, depending on where the November 5, 2024, General Election would be. The funding will cover the
costs of additional parking, signage, and tents. The request to the County Council for the security items was for
$100,000, and the infrastructure request was for $75,000. OBM supports the requested funds and will include
the items in its agenda for approval by the County Council. Chairman Curtis asked if the Sheriff's office knows
what the CCBOE needs from them to help with traffic control and logistical pieces and if they have the
workforce to facilitate the CCBOE's needs. Director Perlatti stated the CCBOE has met with the Sherriff's
Department to discuss the needs for the November Election. The Director noted that, realistically, both the
Deputy and Protective Services sides of their agency are short-staffed. The Sherriff's Department was going to
review the needs. If they cannot meet CCBOE's requirements, the CCBOE will return to Council to ask for
appropriations to hire additional staff, such as van drivers and off-duty officers. The CCBOE will also work
with the City of Cleveland Traffic Control Unit, which is involved with the traffic flow, temporary crosswalks,
cones, etc. Chairman Curtis asked how many spots would be obtained if all the lots agreed. Director Perlatti
stated that there would be approximately 550 spaces for voters and staff.

November 5, 2024, General Election, Election Administration Plan (EAP)

Peter James, Election and Compliance Administrator, provided a summary to the Board regarding the
November 5, 2024, General Election, Election Administration Plan (EAP). One of the changes from the March
2024 EAP to the November 2024 EAP is at the Monday Night Organizational Meeting, which will now include
loading the paper rolls into the scanners. The CCBOE will provide the full EAP to Mark Musson, Assistant
Prosecuting Attorney, who will redact the document for public records requests. The November 5, 2024, EAP
will be submitted to the Secretary of State's office by the deadline of July 8, 2024. Director Perlatti stated that
Board Member Davis Chappell had communicated she had reviewed and approved the EAP document. Board
Member McCafferty asked why the number of zone stations had decreased from seven to six. Director Perlatti
explained that the zone stations provide supplies, handle issues at the polling locations, and would replace
equipment when needed. Now, with the new voting equipment, there is not the need to have as many zone
stations.

PUBLIC COMMENT
There was no public comment.

EXECUTIVE SESSION
There was no executive session.

Chairman Curtis moved to adjourn the meeting at 10:05 a.m. Board Member McCafferty seconded. The motion
passed unanimously.




Certification: I have reviewed the above minutes and certify that they are an accurate summary of the actions
taken by the Cuyahoga County Board of Elections at its meeting held on June 11, 2024.

Henry F Curtis, IV, Chairman W / “M
/

Inajo Davis Chappell, Board Member

Terence M. McCafferty, Board Member JJ‘ B - C:')( 7/"%,

Lisa M. Stickan, Board Member %\/M @‘ Cb“'\/

Anthony Perlatti, Director ‘@?A}‘ é g
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DIRECTIVE 2024-09 -Election Administration Readiness and Preparedness for the November 5, 2024

General Election
RELEASED: June 21, 2024

SUMMARY

e Directive 2024-09 outlines 15 key areas Ohio election administrators must prepare for and be ready to
implement for the November 5, 2024 Presidential General Election.

e Insupport of these election administration readiness areas, the SOS is providing over 2.2 million to
Ohio’s 88 counties.

o $1 million for election administration readiness,
o S$1 million for poll worker training, and
o $200,000 to support MARCS back up emergency communications.

e The CCBOE will receive a block grant in an amount based on its number of registered voters (the
amount Cuyahoga County will receive has not been provided yet). A Grant Agreement must be
submitted to the SOS by July 15 before funds will be disbursed.

e The 15 key areas of election readiness are:

1. Poll Workers
= All poll workers must receive training regardless of if the worker has previously

received training.

2. Leadership and Staffing
» The CCBOE is responsible for the fair, orderly, and efficient administration of public
elections conducted in the county.

3. Ballot Preparation and Proofing
=  The CCBOE must thoroughly and promptly check every detail of its ballots from
creation of the ballot to submitting the ballot files to the printer to be produced.

4. Ballot Quantities
= Be mindful that voter registration activity often surges immediately preceding the close

of registration before an election.

5. Counties Using Optical Scan Voting Machines — On-Demand Ballots
= N/A to Cuyahoga County

6. Counties Using Optical Scan Voting Machines — Pre-Printed Stock
» The CCBOE is required to provide at least one percent (1%) more ballots or stock for
the printing of the ballots than the total number of voters registered in each precinct.

7. Counties Using DRE Voting Machines
= N/A to Cuyahoga County

8. Provisional Ballots and Supplies
» The CCBOE is required to provide at least 20% more provisional ballots/envelopes than
the number of provisional ballots cast in the most similar election.



9. Logic and Accuracy Testing
= Under no circumstances should a board deploy any voting equipment that has not

undergone L&A testing.

10. Paper Pollbook Backups
= If a polling location switches to backup paper pollbooks on Election Day, it must inform

the SOS.

11. Public Test
= Public notice of the time and place of the public test must be given by proclamation or

posting.

12. Early Voting and Absentee Voting
» The CCBOE must conduct planning activities to determine best practices for the
execution of EIP voting and VBM, accounting for an increase voter turnout.

13. Vendor Relationships
» The CCBOE must have at least one coordination call with each vendor to ensure each

party is prepared for the November 5, 2024 Presidential General Election.

14. Communications
= A plan must be in place to address potential mis/disinformation related to the election.

15. ADA Accessibility
» The CCBOE is required by both state and federal law to provide polling locations that

are accessible to people with disabilities.

GRANT FUNDING AND BUDGET

The SOS will provide funding to each county board of elections, determined by the number of registered
voters in each county. This funding will be referred to in all future communications as the 2024
Readiness grant. This grant will be disbursed to each county in a single upfront, lump sum amount. The
CCBOE is required to use this funding to implement the requirements of this Directive as well as
Directive 2024-10, Security Directive 5.0.

The CCBOE must enter into a Readiness Grant Agreement (Grant Agreement) with the SOS to receive the
funding. The Grant Agreement must be submitted via SharePoint by July 15, 2024, before funds are
disbursed. In addition, a completed November readiness grant plan generally outlining how the grant
money will be spent, must be submitted via SharePoint no later than July 31, 2024.

ELECTION READINESS
A. Precinct Election Official Recruitment and Training

To ensure an adequate number of poll workers are available and prepared for Election Day, the
CCBOE is required to recruit and train at least 15% above the minimum number of workers required
and are recommended to recruit and train 30% above the minimum number. Poll worker training
must include the following:

o How to verify a voter’s identity with the photo ID card provided by the voter.



o How to ensure that only legally permissible forms of photo ID are accepted and that workers
are trained on unacceptable forms of photo ID, including photo IDs issued to non-citizens.
Ohio BMV issued photo IDs now contain a non-citizen notation on the back of the photo ID
and license.

o Best practices on de-escalation.

o Information on how to engage and inform the public on election integrity, security, and
reporting.

B. Leadership and Staffing

The CCBOE is responsible for the fair, orderly, and efficient administration of public elections
conducted in the county. Board members must be prepared to step in and assist with board
operations should a need arise.

C. Ballot Preparation and Proofing

The CCBOE must thoroughly and promptly check every detail of its ballots from creation of the ballot
to submitting the ballot files to the printer to be produced. Ultimately, the responsibility for ensuring
the ballot is correct rests with the board members, as indicated by their signatures. A board
member’s signature has legal significance and indicates the board member is accepting full
responsibility and ownership of ensuring the accuracy of the ballot.

D. Ballot Quantities

From Chapter 5, Section 5.07 of the EOM:

Providing ballots is one of the most essential duties of a board of elections. It is not acceptable for a
board to run out of ballots for an election. Likewise, it is unacceptable for a board, its director, or deputy
director to delegate to any other person or entity the authority and responsibility for determining ballot
quantities and machine allocation.

Boards of elections should be mindful that voter registration activity - both new registrations and
changes of address - often surges immediately preceding the close of registration before an election.

E. Counties Using Optical Scan Voting Machines - On Demand Ballots

Not applicable to Cuyahoga County.

F. Counties Using Optical Scan Voting Machines - Pre-Printed Stock

If a board of elections pre-prints the total stock of ballots to be used at a precinct on Election Day or if
the board utilizes ballot marking devices or a hybrid voting system, the board is required to provide
at least one percent (1%) more ballots or stock for the printing of the ballots than the total number

of voters registered in the precinct.

G. Counties Using Direct Recording Electronic Voting Machines

Not applicable to Cuyahoga County.

H. Provisional Ballots and Supplies



The CCBOE is required to have at least one coordination call with each vendor to ensure that all
documents, training material, and 24/7 point of contact have been established. In addition, each
vendor must submit a plan to ensure support on Election Day. The plan must detail, at a minimum,
staffing plans for the early vote period and Election Day, virtual communications options if the
vendor is not onsite, any pre-election meetings to be scheduled, training plans, and training materials
provided prior to Election Day, and any other information that establishes support procedures for a
successful election.

N. Communications

The CCBOE must review and ensure that Section I1I of its EAP (Pre-Election Day and Election Day
communication plan), has the resources available to be implemented for the November 5, 2024
Presidential General Election. It must also have a plan in place to address potential
mis/disinformation related to the election.

0. ADA Accessibility

The CCBOE is required by both state and federal law to provide polling locations that are accessible
to people with disabilities. It must always use the most recent version of the SOS Polling Location
Accessibility Checklist and Accessible Parking Guide to evaluate every polling location in the county,
at a minimum of every two years.
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DIRECTIVE 2024-09
June 21, 2024

To:  All County Boards of Elections
Board Members, Directors, and Deputy Directors

Re:  Election Administration Readiness and Preparedness for the November 5, 2024, General
Election

SUMMARY

Ohio is the national gold standard in election administration thanks to the dedicated work
of the 88 county boards of elections. To support your efforts and ensure Ohio continues to be ready
for November, the Secretary of State’s office is providing over $2.2 million to support readiness
efforts outlined in this directive. $1 million is allocated to support election administration
readiness, $1 million to support poll worker training and $200,000 to support MARCS back up
emergency communications. Each county board of elections will receive a block grant in an
amount based on its number of registered voters, which must be used in connection with the
November 5, 2024, general election.

GRANT FUNDING AND BUDGET

In support of election administration readiness, the Secretary of State’s office will provide
funding to each county board of elections, determined by the number of registered voters in each
county, with no county receiving less than $5,000. This funding will be referred to in this directive
and future communications as the 2024 Readiness grant. This grant will be disbursed to each
county in a single upfront, lump sum amount. Each county board of elections is required to use
this funding to implement the requirements of this directive as well as directive 2024-10, Security
Directive 5.0.

Boards of elections must enter into a Readiness Grant Agreement (Grant Agreement) with
the Secretary of State’s office to receive the funding. The Grant Agreement must be submitted via
SharePoint by July 15, 2024, before funds are disbursed. In addition, a completed November
readiness grant plan generally outlining how the grant money will be spent, must be submitted via
SharePoint no later than July 31, 2024. This plan must include the total amount the board plans to
spend and estimated amounts per priority as established in this directive and Security Directive
2024-10. Boards may begin purchasing high-priority items before submission of this plan. If a
board’s total estimated spending is less than the amount allocated under this grant, the Secretary
of State’s office may reallocate the remaining funds to assist counties with estimated costs in
excess of their allocation.

These grant funds are not federal grant dollars and do not need to be deposited into an
interest-bearing account. Each board shall submit the expense report, including the balance of all
unencumbered and unexpended funds by December 1, 2024, via SharePoint. Boards may continue
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to make outstanding payments on purchases that were obligated through a purchase order or
encumbrance until December 15, 2024.

Boards of elections must follow all current federal, state, and county laws and purchasing
rules when making purchases to implement this directive. Boards must obtain three quotes from
vendors for any item, service, or total purchase that is estimated to cost $1,000 or more. If fewer
than three vendors offer the required item or service, a board must certify that fact to the Secretary
of State’s office. Boards are encouraged to use the state term schedules to identify a vendor
offering a competitive price for items and services. However, if the board selects a vendor on state
term schedules, the board must still provide three quotes. The schedule is available here:
https://ohiobuys.ohio.gov/page.aspx/en/ctr/contract_browse_public

ELECTION READINESS

A. Precinct Election Official Recruitment and Training

Boards of elections are required to recruit and train over 40,000 precinct election officials
(PEOs) for the November election. PEOs serve on bipartisan teams and are responsible for
ensuring that the election is conducted lawfully, is well organized, and is professionally managed.
They must assist voters in a courteous and respectful manner and resolve potential conflict so that
voters can vote with ease. Boards of elections must review and comply with Chapter 6. Section
6.02 of the Election Official Manual (EOM) to ensure they recruit and train a robust team of PEOs.
Ohio law provides that each board select, at a minimum, four residents of the county in which the
precinct is located to serve as PEOs. To ensure an adequate number of PEOs are available and
prepared for Election Day, boards are required to recruit and train at least 15% above the minimum
number of PEOs required. Counties are recommended to recruit and train 30% above the minimum
number as turnout is expected to be high during the presidential election. These additional trained
recruits ensure that boards have a pool of PEOs at the ready to call upon on election day, if needed.

All PEOs must receive training for the upcoming November general election regardless of
if the PEO has previously received training. The board must use training materials prepared by the
Secretary of State's office as well as additional materials prepared by the board or on behalf of the
board for the board's specific needs including best practices.

Additionally, PEO training must include:

e How to verify a voter’s identity with the photo ID card provided by the voter.
How to ensure that only legally permissible forms of photo ID are accepted and that
PEOs are trained on unacceptable forms of photo ID, including photo IDs issued to
non-citizens. Ohio BMYV issued photo IDs now contain a non-citizen notation on the
back of the photo ID and license.

e Best practices on de-escalation.
Information on how to engage and inform the public on election integrity, security,
and reporting.

The Ohio Secretary of State’s office will provide a total of $1,000,000 to boards of
elections ensuring that PEOs are properly trained and prepared for the November general election.
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The Secretary of State’s office will provide award allocation amounts and next steps on funding
directly to each board of elections following this directive.

B. Leadership and Staffing

Boards of elections must review and comply with Chapter 2 of the EOM, as it relates to
board operations and procedures regarding filling vacancies. Each county board of elections is
responsible for the fair, orderly, and efficient administration of public elections conducted in the
county. Board members must be prepared to step in and assist with board operations should a need
arise.

If there is a known shortage in staffing at the board member, director, or deputy director
level for a period longer than six weeks from the date of this directive through the completion of
the November general election, or a vacancy in any of these key positions within 90 days of the
election, the board must submit a plan to the Secretary of State’s office describing in detail the
continuity of operation to fulfill the duties of a member, director, or deputy director. Failure of a
board to file the required vacancy plan with the Secretary of State’s office may result in board
oversight.

C. Ballot Preparation and Proofing

Boards of elections must review and comply with Chapter 5 of the EOM. Each board of
elections must thoroughly and promptly check every detail of its ballots from creation of the ballot
to submitting the ballot files to the printer to be produced. The board must also conduct the
following:

e Proof the ballot upon receiving any ballot layouts or proofs from the vendor,
including the accessible ballot each board must provide upon receipt of a properly
completed application.

e At a minimum, the director and deputy director, or a bipartisan team of board
employees they designate, must proofread every candidate contest and ballot question
or issue for every ballot style.

e They must also verify that candidate names are properly rotated starting with the first
precinct in the county.

The board should implement the following best practices for ballot preparation and
proofing:
e Develop and include in the board’s Election Administration Plan (EAP) a set of
standard operating procedures (SOP) for proofing the ballot. Such procedures must
include:

o The requirement to compare the initial ballot proof to the original petition.

o A checklist of what to look for when proofing, including the method of proofing.
the ballot. For example, a best practice when proofing is to read each office and
name backwards to ensure proper spelling and placement.

o The assignment of specific staff for proofing. This must include a bipartisan team
in addition to the board members’ review.
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o The process for sending the ballot to candidates, parties, and/or issue committees
to review and proof the ballot, as well as a list of what ballot styles on which the
candidate and/or issue will appear.

o Establish a protocol to ensure that outdated versions of ballot programming are
removed, deleted, or otherwise inaccessible.

o Establish a protocol to ensure that the final ballot proofs from the vendor are
proofed by multiple people following the same proofing procedures used for the
initial ballots.

o Establish a protocol to ensure that at least one ballot from each ballot style is
included in logic and accuracy (L&A) testing, including procedures that will be
followed if new ballots are provided.

o Establish a protocol to ensure that one ballot from each precinct or split is
examined, when Election Day ballots are delivered, to ensure they contain the
correct information. This does not mean that pre-sealed ballot packs should be
opened.

Additionally, boards must review Chapter 5 of the EOM and Chapter 1 of the Ohio Ballot
Questions and Issues Handbook to ensure candidate names and questions and issues are rotating

properly.

Ultimately, the responsibility for ensuring the ballot is correct rests with the board
members, as indicated by their signatures. A board member’s signature has legal significance and
indicates the board member is accepting full responsibility and ownership of ensuring the accuracy
of the ballot. The board must develop, maintain, and practice policies and procedures to ensure
this responsibility is met at all levels. This is a basic and essential function of the board. Failure
by the board to adequately proof the ballot will have consequences and will be taken into
consideration upon reappointment.

D. Ballot Quantities

Boards of elections must review and comply with Chapter 5. Section 5.07 of the EOM
regarding ballot quantities:

Providing ballots is one of the most essential duties of a board of elections. It is not acceptable
for a board to run out of ballots for an election. Likewise, it is unacceptable for a board, its
director, or deputy director to delegate to any other person or entity the authority and
responsibility for determining ballot quantities and machine allocation.

While voter participation in elections can vary, turnout in presidential election years
predictably trends higher. Boards must consider all factors, including other statewide and local
contests, that might influence turnout within your county. Proper preparation ensures that boards
are ready to meet the anticipated demand, including the availability of adequate ballot quantities.
Accordingly, it is the responsibility of the board of elections, directors, and deputy directors to
determine ballot quantities and machine allocation.

The ballot quantity and Direct Recording Electronic (DRE) voting machine allocation
instructions are required minimums. Boards must pre-print additional optical scan ballots beyond
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these minimum quantities or allocate additional DRE machines to accommodate the projected
turnout, contests of interest on each precinct’s ballot, and recent voter registration activity.

Boards of elections should be mindful that voter registration activity — both new
registrations and changes of address — often surges immediately preceding the close of registration
before an election. No board of elections can rely solely on a ballot-on-demand printer to produce
its stock of optical scan ballots on Election Day. If a board has only one ballot-on-demand printer,
there must be a backup plan in place should that printer become unavailable. A board of elections
that utilizes a ballot-on-demand printer must ensure that it has a sufficient supply of blank ballot
stock and toner on hand to print any additional ballots needed on Election Day beyond the
requirements of state law and this Directive.

E. Counties Using Optical Scan Voting Machines — On Demand Ballots

In addition to the statutory minimum,' each board of elections must review the number of
ballots cast in the precinct in the 2008, 2012, 2016, or 2020 general election (whichever election
had the most similar circumstances taking into consideration projected turnout, contests of interest,
recent voter registration activity, and other local factors that could impact turnout) and provide to
each precinct a required twenty percent (20%) more stock of optical scan ballots than the number
of the ballots cast in the precinct in the most similar election.

In calculating the number of ballots cast in a precinct in a past election, the board must be
mindful of any changes made to the precinct’s boundaries and/or the number of electors assigned
to the precinct since the election and adjust the number of additional ballots accordingly.

Whenever a board plans to use ballot-on-demand printers for any voting-related purpose,
it must ensure that it has on hand a sufficient inventory of printers, ballot stock, and printer
consumables (e.g., toner, fusers, etc.) and that each precinct is provided an adequate supply. If
precinct officials request additional ballots, the board must provide those ballots in a timely manner
so that all qualified electors who want to vote can do so.? Additionally, boards must pre-print
additional optical scan ballots beyond these minimums to accommodate the projected turnout,
local contests of interests on each precinct’s ballot, and recent voter registration activity.

F. _Counties Using Optical Scan Voting Machines — Pre-Printed Stock

If a board of elections pre-prints the total stock of ballots to be used at a precinct on Election
Day or if the board utilizes ballot marking devices or a hybrid voting system, the board is required
to provide at least one percent (1%) more ballots or stock for the printing of the ballots than the
total number of voters registered in the precinct.?

G. Counties Using Direct Recording Electronic Voting Machines

Boards of elections using DRE voting machines as their primary voting system on Election
Day must deploy at least one DRE voting machine for every 175 registered voters in a precinct or

IR.C. 3505.11(B)(1).
2R.C. 3505.11(B)(2)
3R.C. 3505.11(A)
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voting location. The DRE machines must be programed to allow any voter assigned to the location
to vote on any machine in the location. There must never be fewer than three DRE machines in
any precinct or voting location. The boards must allocate additional DRE machines to a polling
location beyond these minimums to accommodate the projected turnout, local contests of interest
on each precinct’s ballot, and recent voter registration activity.*

These boards must provide sufficient supplies and equipment (e.g., paper for voter verified
paper audit trail printers) so that voting may continue without undue delay resulting from missing
or insufficient replacement supplies.

A board of elections using DRE voting machines as its primary voting system on Election
Day must provide backup paper ballots for this election. Boards should determine the minimum
number of optical scan ballots to provide for each precinct by multiplying the number of ballots
cast in the precinct (public count) from the 2008, 2012, 2016, or 2020 general election, whichever
is most like the current set of circumstances taking into consideration projected turnout, contests
of interest and recent voter registration activity, by twenty percent (20%). This is the required
minimum number of optical scan ballots to be provided for that precinct. Boards of elections may
print ballots totaling more than the calculated minimum number, when taking into effect projected
turnout, local contests of interest on each precinct’s ballot, and recent voter registration activity.

H. Provisional Ballots and Supplies

Boards of elections are required to provide at least twenty percent (20%) more provisional
ballots and envelopes than the number of provisional ballots cast by party in that precinct at the
2008, 2012, 2016, or 2020 general election, whichever is the most similar election, considering
the circumstances. Additionally, each board is recommended to provide to each precinct and/or
polling location a stock of provisional ballot affirmation envelopes containing Secretary of State
Form 12-B that is greater than the number of provisional ballots being provided for this election.
Additionally, any multi-precinct polling location must have a sufficient supply of Secretary of
State Form 12-D.

I. Logic and Accuracy Testing

Boards of elections must review and comply with Chapter 5. Section 5.08. of the EOM in
conducting Logic and Accuracy (L&A) to ensure that all electronic voting systems are accurately
and uniformly tabulating votes cast during an election. All boards of elections must complete L&A
testing before conducting the required pre-election public testing. Boards must conduct L&A
testing on each voting machine and component of automatic tabulating equipment, including
backup machines and equipment, in order to confirm its functionality. Under no circumstances
should a board deploy any voting equipment that has not undergone L&A testing. The board should
conduct thorough L&A testing prior to the distribution of any ballots to voters. Additionally,
should any changes be made to the ballots or systems after L&A testing is conducted, the board
must thoroughly and completely retest all components of the voting system.

43501.11()
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J. Paper Pollbook Backups

Boards of elections must review and comply with Chapter 9. Section 9.03 of the EOM. If
a board of elections uses electronic pollbooks, the board must have a paper pollbook to serve as a
backup for each electronic pollbook at each check-in station within a polling location. If the
board’s secondary method of checking in voters is by dividing the paper pollbooks alphabetically,
then it is acceptable to have the backup paper pollbooks divided alphabetically. The board may
decide to provide a full copy of the pollbook for each check-in station, but the board must develop
a procedure to ensure a voter only receives one ballot. Boards of elections should consider the way
voters will be checked in to ensure accuracy and efficiency.

A board is required to notify the Secretary of State’s office if they switch to backup paper
pollbooks on Election Day.

Prior to Election Day, precinct election officials must receive training to use backup paper
pollbooks. These instructions should include how to determine which ballot the voter must receive
based on the precinct or precinct split in which they reside and how to create and post the Precinct
Voter Registration Lists.

K. Public Test

Boards of elections must review and comply with Chapter 5. section 5.09. of the EOM..
Prior to each election, the board of elections must test and audit the variable codes applicable to
that election to verify the accuracy of any computer program that will be used for tallying the
ballots for each precinct in which an election will be held.

Public notice of the time and place of the test shall be given by proclamation or posting, as
in the case of notice of elections. If an error is detected, the cause of the error must be ascertained
and corrected, and an errorless test must be made and certified by the board before the count is
started. The public test does not replace the L&A testing the board must perform, and the L&A
testing does not serve as the public test. However, the public test may be completed on the same
day, immediately following the L&A testing.

L. Early Voting and Absentee Voting

Boards of elections must review and comply with and follow the proper process for
absentee voting by mail and absentee voting in person. Voter turnout during presidential elections
often trends higher, and boards should be aware of issues that may occur due to an increase of
voter participation. Boards must conduct planning activities to determine best practices for the
following categories:

o Traffic flow and parking for the early vote center and surrounding areas including the
public streets and sidewalks.
e Proper signage and line management inside and outside of the board of elections.

Campaigning and electioneering.
e Early in-person voting flow.
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Additionally, planning considerations for items listed above should include having staff
available to act as parking attendants and to monitor encroachment of the neutral zone, voting
station/booths, and exit flow.

Boards must prioritize building a professional relationship with the postmaster at their local
post office prior to absentee ballots being mailed to ensure election related mail is delivered timely.
Boards should also ensure a 24/7 point of contact has been established with the postmaster should
an urgent matter arise.

M. Vendor Relationships

Boards of elections are required to have at least one coordination call with each vendor to
ensure that all documents, training material, and 24/7 point of contact have been established. In
addition, each vendor must submit a plan to ensure support on Election Day. The plan must detail,
at a minimum, staffing plans for the early vote period and Election Day, virtual communications
options if the vendor is not onsite, any pre-election meetings to be scheduled, training plans, and
training materials provided prior to Election Day, and any other information that establishes
support procedures for a successful election.

Although election vendors play a significant role in the election process, boards should not
be solely dependent on their vendor for conducting important election processes such as election
management system programing, ballot creation, L&A testing, report generation, etc. Boards must
coordinate with voting system vendors and election mail vendors to set expectations and confirm
the support that will be needed during the general election period.

N. Communications

Boards of elections must review and ensure that Section III of their EAP, Pre-Election Day
and Election Day communication plan, has the following communication resources available and
updated annually:

e Required to have a printed copy of the EAP and utilities contact numbers printed
before election and on-hand on Election Day.

e Required to have a checklist that determines the confirmation of voting hours,
location, and frequently visited websites that are needed to do the job effectively.

e Required to have a virtual and printed list of local and national media outlets with
names, email, and phone numbers.

e Required to have a standard template for press releases on letterhead, with pre-
populated contact information, in a standard press release format.

e Required to have all county board of elections social media platforms listed and the
contact information for those who have passwords. Include also the list of points of
contact email address for issues and complaints.

e Required to have a location identified and noted for all press conferences that may
need to be scheduled.

e Required to have a list of communication partners to assist with communication needs
(example: community partners and state partners).

Office of the Ohio Secretary of State 8| page



Boards of elections must have a plan in place to address potential mis/disinformation
related to the election. The board must notify the Ohio Secretary of State of any urgent
communication need as the office is prepared to assist county boards with urgent communication
matters. The Ohio Secretary of State will provide additional training in the development of a
communication response plan.

0. ADA Accessibility

Boards of elections must review and comply with Section 6.01 of the EOM to ensure the
proper procedures are in place for voters with disabilities to have proper access to your accessible
voting systems.

All county boards of elections are required by both state and federal law to provide polling
locations that are accessible to people with disabilities. Before the day of an election, the director
of the board of elections of each county must sign a statement verifying that each polling location
that will be used in that county at that election meets the requirements of the EOM and must be
signed by the director and the deputy director or, if a board of elections does not have a deputy
director, by the chairperson of the board. Additionally, the director and deputy director (or
chairperson when the board of elections does not have a deputy director) of a board of elections
must file a signed statement before each election that states that they have verified that each polling
location is in compliance with federal and state laws governing general polling location
accessibility.

County boards of elections must always use the most recent version of the Secretary of
State’s Polling Location Accessibility Checklist and Accessible Parking Guide to evaluate every
polling location in its county, upon selection of that location as a polling location, at a minimum
of every two years. All county boards of elections must develop a plan of action based on the
assessment results for each polling location to remove or mitigate any accessibility barriers
identified using either permanent improvements or using temporary equipment. It is required that
county boards of elections develop a setup plan for each polling location, which must include a
list of accessibility equipment needed, instructions, and a diagram or pictures showing the set up.

Boards must review section 6.01 of the EOM on accessibility and must train early vote
center staff and PEOs on access and disability awareness to ensure all Ohioans have equal access
to the voting process. Training information can be found in the Secretary of State's Disability
Resource Guide.

Thank you for your dedicated service and support ensuring safe and secure elections.
Through continued diligent preparation we will ensure Ohio is truly ready for November.

Yours in service,
Frank LaRose
Ohio Secretary of State
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Readiness Grant Agreement

This Agreement is between the Ohio Secretary of State (“SOS”) and the Board of Elections of
County, Ohio (“Board”) (collectively, the “Parties”).

Background
The Parties enter this Agreement with the following mutual understanding:

e OnJune 17, 2024, the Secretary of State received approval from Controlling Board to increase
appropriation for Fiscal Year 2025 by $1.2 million toallow the SOS to provide grants to county
boards of elections. These grant funds are specifically to be used to prepare for the November
2024 general election.

e The SOS’s Office previously issued Directives 2022-38, 2020-12, 2019-08, and 2023-16 to
bolster the security and infrastructure of all county boards of elections. Directive 2024-10
builds on that foundation by focusing on ensuring the redundancerequired for a strong election
system infrastructure.

e Directive 2024-09 ensures Ohio continues the gold standard in election administration by
prioritizing election readiness and preparedness.

Terms and Conditions

In consideration of the mutual benefits contained in this Agreement, the Parties agree to the
following terms and conditions.

Certification of Funds.

It is expressly understood and agreed by the Parties that none of the rights, duties, and obligations
described in this Agreement shall be binding on either party until all relevant statutory provisions
of the Ohio Revised Code (“R.C."), including R.C. 126.07, have been complied with, and until
such time as all necessary fundsare available or encumbered and, when required, such expenditure
of funds is approved by the Controlling Board of the State of Ohio, or in the event that funds are
used, until such time that the SOS gives the Board written notice that such funds have been made

available to the SOS by the SOS’s funding source.

Distribution and Use of Funds. Subject to the conditions below, the SOS will provide funding to
the Board in the amount of $5,000 and an additional amount based on the number of registered
voters in the county to support implementing the requirements of the Election Administration
Readiness Directive 2024-09 and Election Security Directive 2024-10 (the “funds”). The Board
may only expend the funds provided by the SOS for the purposes contained in the Election
Administration Readiness Directive 2024-09, Security Directive 2024-10, as well as Security
Directive Technical Document as listed on the Board’s readiness plan that is submitted by July 31,
2024,




By accepting the funds, the Board agrees to fully comply with Directive 2024-09, Directive 2024-
10, and the Directive 2024-10 Technical Document and agrees to use the funds for the sole purpose
of addressing the requirements in Directive 2024-09, Directive 2024-10 and the Directive 2024-
10 Technical Document. The board agrees to submit a Readiness Grant Plan by July 31, 2024. All
requirements of the directives must be met by November 5, 2024, or earlier as provided in the
directives and additional guidance by the SOS.

The Board hereby agrees to comply with all requirements of the applicable chapters of the Ohio
Election Official Manual (“EOM”), including but not limited to Chapter 3 — Security. Failure to
comply with any SOS directive may subject the Board to the loss of grant funding and/or Lability
for any grant funds unlawfully expended or funds for which the Board cannot propetly account.

If the Board charges subdivisions for any costs expended from grant funds, the Board must
reimburse that amount to the SOS.

As a condition of accepting the funds, the Board agrees to satisfy the terms and conditions herein
and comply with any instructions or guidance from the SOS, including but not limited to the
requirements of Directive 2024-09 and Directive 2024-10 and/or any other future Directives or
guidance issued by the SOS for the November 2024 general election. The Board also agrees to
comply with the requirements in Appendix A relating to vendor contracts.

Monitoring and Audits. On the first business day of each month beginning August 1, 2024, the
Board must complete and submit the Readiness Compliance Checklist. The SOS may request any
additional information related to the funding at any time. The Board agrees to provide access to
fund-related records upon the request of the SOS or any other authorized state agency.

The SOS or his representative(s) may visit the Board to evaluate the Board’s progress in
implementing the requirements of the Directive 2024-09 and Directive 2024-10 and the Directive
2024-10 Technical Document. The SOS may also request additional information related to the
grant at any time. The Board agrees to provide access to grant-related records upon the request of
the SOS or any other authorized state agency. The Board shall take prompt corrective action in the
event of an adverse finding, sanction, or penalty if the SOS, county auditor, Auditor of State,
federal agency, or any other entity authorized by federal, state or local law has determined that
compliance with the conditions, requirements, and restrictions applicable to the federal award has
not been achieved.

Periodic Reporting. The Board must submit the Expense Report along with all associated quotes,
invoice dates, county reference numbers, vendors, and amounts for all expenditures made using
funds awarded under this Agreement upon completing implementation of the requirements in
Directive 2024-09, Directive 2024-10and the Directive 2024-10Technical Document, or no later
than December 1, 2024.

Records Retention. The Board will maintain accurate records of all expenses incurred related to

the funds provided under this Agreement for a minimum of five years, or longer if required by a
local retention schedule. If those records are relevant to litigation, claims, audits, negotiations, or
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other proceedings initiated prior to the end of that five-year period, the Board must retain the
records until the final disposition of those proceedings or until the end of the five-year period,

whichever is later.

Revocation of Funding. The SOS may revoke the funding if the Board fails to comply with the
terms of this Agreement. Ifthe SOS revokes the funding provided under this Agreement, the Board
must provide restitution to the SOS for the funds expended and return any unused funds within 30

days.

Expenditure Template, Encumbrances and Return of Unused Funds. The Board may only
obligate or encumber these funds for expenditures made by November 15, 2024. The Board shall
submit the expense report, including the balance of all unencumbered and unexpended funds, to
the SOS by December 1, 2024 via SharePoint at the following link:

https://ohiosos.sharepoint.com/sites/boe/SecurityDirectives/Forms/A [lltems.aspx

The Board must make outstanding payments on all previously encumbered funds by December
15, 2024. Not later than January 1, 2025, the Board must return any unused funds to the SOS.
These are not federal funds and are not required to be maintained in a separate interest bearing
account.

Executive Order 2022-02D. The Board represents, warrants, and certifies that the Board has read
and understands Executive Order 2022-02D regarding the State of Ohio’s prohibition of purchases
from or investment in Russian institutions or companies. Specifically, the Board understands and
agrees that:

During the performance of the services described in this Agreement, the Board shall not
perform any service, subcontract for any service, or purchase any goods to be used under
this Agreement from any Russian institutions or companies, and the Board shall not
perform any service or locate any SOS data within Russia.

The State of Ohio reserves the right to recover any funds paid to the Board for purchases
from a Russian institution or company in violation of this section.

Business with China. During the performance of the services described in this Agreement, the
Board shall not perform any service, subcontract for any service, or purchase any goods to be used
under this Agreement from any Chinese institutions or companies, and the Board shall not perform
any service or locate any SOS data within China.

The State of Ohio reserves the right to recover any funds paid to the Board for purchases from a
Chinese institution or company in violation of this section.

Banned Cameras and Equipment. The Federal Communications Commission has banned the

use of surveillance equipment, including security cameras, made by several Chinese companies.
These products pose an unacceptable risk to national security, and the use of readiness grant
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agreement funds for their purchase is prohibited by this agreement as well as the National Defense
Authorization Act and previous security directives issued by the SOS.

Vendor Contracts. Vendor contracts must comply with the requirements in Appendix A.

Successors and Assigns. This Agreement is binding upon the SOS and the Board and their
respective officers, directors, administrators, successors, and assigns.

The Board must sign and return this Agreement to the SOS via SharePoint
i rityDirectives/Forms/Allitem x later than July 14,

2024, unless extended by the SOS, in order to receive funding.

The Parties have executed this Agreement by their duly authorized officers as of the last date
indicated below, as evidenced by the following signatures:

Ohio Secretary of State Date

Kimberly Bumns

Assistant Secretary of State

Board of Elections Director Date

Board of Elections Deputy Director Board Chairperson

(Chairperson’s signature needed only if there is no Deputy
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Appendix A
VENDOR CONTRACTS
Vendor relationships are an important area where security risk mitigation needs to occur.
In recent years there have been several prominent cyber events that showed the importance of
ensuring entities are aware of therisk a vendor poses to their operations. Reflecting on these events,
the Secretary of State’s Office intends to ensure boards of elections are doing everything they can
to protect themselves and account for vendor risk.

Board of elections must work with their statutory legal counsel, the county prosecutor, to
include cybersecurity-related terms and conditions in all new contracts and upon renewal of
contracts involving voter registration systems, electronic pollbooks, ballot on demand services,
voting machines and systems, and information technology services (collectively, “technology
services contracts”). Specifically, technology services contracts should include language to ensure
that the vendor will comply with the security standards in the Ohio Secretary of State’s Security
Directives and the Election Official Manual. This should be in the form of a Security Supplement
or a substantially similar addition to the main contract. A template for such terms and conditions
was previously provided to counties and can be found  here:
https://www.ohiosos.gov/globalassets/elections/directives/2022/dir2022-38-2022-
vendormanagementsecuritysupplementtemplate.pdf. Boards must involve their legal counsel, the
county prosecutor, and technical points of contact in reviewing and negotiating technology
services contracts.

The Security Supplement template includes standard cybersecurity related terms for boards
and vendors to include in technology services contracts, not all of which will apply to every
technology services contract. However, a strict prohibition on Products from Foreign Vendors
Banned by the Federal Government applies to all contracts. A more detailed explanation of the
Security Supplement is available in the Technical Document accompanying this Directive. At a
high level, the Security Supplement includes provisions for all of the following:

Data Protection;

Network Protection;

Vulnerability Management and Application Security;
Access Control,;

Secure Channels for Remote Access;

Strong Passwords and Multi-Factor Authentication (MFA);
Incident Response Plan;

Supply Chain Risk;

Prohibition on Products from Foreign Vendors Banned by the Federal Government
Software Bill of Materials; and

Incident Reporting.
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DIRECTIVE 2024-10 -Election Security for November 5, 2024, General Election (Security Directive 5.0)

RELEASED: June 21, 2024

SUMMARY

e Directive 2024-10 builds off the success of four (4) previous Security Directives. It details a multi-
faceted security strategy that will help provide the redundancy required for a strong election system
infrastructure.

e One of the goals of this Directive is to eliminate single points of failure by providing redundant
communications and ensuring backup plans are in place should a need arise.

e All physical security requirements listed in this Directive must be completed by September 30, 2024.
These include:

1. Security of voting equipment and the voter registration server
2. Exterior lighting and video surveillance

e The CCBOE must ensure adequate staff are trained on how to use the MARCS radio in case of
emergency.

e All cyber security requirements listed in this Directive must be completed by September 30, 2024,
with at least 50% compliance by August 1.

e The DHS provides boards of elections access to several free services, and the CCBOE is required to
enroll in the services listed in the Directive (it has). The SOS also provides several free services.

PHYSICAL SECURITY

All the requirements listed below must be completed by September 30, 2024.

A. Security of The Board Office

All voting equipment, along with the rooms, cases, cabinets, or cages that house the equipment, must
be locked under a dual-control lock system, ensuring that any access to the equipment requires a
bipartisan team.

The CCBOE is required to secure the voter registration server. It must also secure the Albert server,
SIEM server, network equipment, and any other related election equipment, other than individual
workstations, in a locked room at all times, accessible only to authorized personnel.

Exterior lighting for the perimeter of the CCBOE buildings must be focused on entrances, exits, and
the external drop box, and must be regularly inspected to ensure proper function. Video monitoring
systems are required for both interior bipartisan rooms and the exterior drop box and must store
footage as required in Security Directive 2022-38 Technical Document and be regularly examined to
ensure the system is operating as expected.

B. MARCS Radio Emergency Interoperability

The SOS will provide backup communications systems to each board of elections in the form of a
Multi-Agency Radio Communication System, commonly referred to as MARCS radio, to promote



interoperability and emergency preparedness. The CCBOE must ensure adequate staff are trained on
how to use the MARCS radio in case of emergency, the radio is charged and turned on during all
voting periods, and the equipment is securely stored when not in use.

Cyber Security

All cyber security validations and requirements must be completed by September 30, 2024.
Consistent progress towards completion will be tracked in the election security compliance checklist

submitted monthly by the boards. This checklist will be reviewed during bi-weekly meetings with
your cyber liaison. Boards are expected to be 50% compliant by August 1, 2024.

A. Cyber Security: Compliance with Previous Security Directives

The CCBOE must continue to comply with the previous four (4) Security Directives.

B. United States Department of Homeland Security (DHS) Services

The CCBOE must review and continue to use the Cyber Hygiene Vulnerability Scanning Service from
DHS, along with the following services also provided by DHS:

Phishing Campaign Assessment

Risk and Vulnerability Assessment
Remote Penetration Testing

Validated Architectural Design Review
Web Application Scanning

C. Elections Infrastructure Information Sharing

The CCBOE must review its personnel information with the Elections Infrastructure Information
Sharing and Analysis Center (EI-ISAC) and make any necessary updates to ensure that the
appropriate personnel at the board of elections and/or county IT receive and review emails.

D. Vulnerability Disclosure Program

A Vulnerability Disclosure Program (VDP) is a formalized process to receive, validate, remediate, and
communicate vulnerability information identified by security researchers on specific technology
systems. The EI-ISAC offers a vulnerability disclosure program to all boards of elections at no cost.
Boards of elections are highly encouraged to enroll in this free program.

E. SOS Provided Services

The following services are provided by the SOS at no cost to the CCBOE:

1. Cyber Liaisons

The SOS will continue to engage cybersecurity professionals to assist the CCBOE with its support

needs.

2. Network Intrusion Detection

The CCBOE must continue to use the Albert Intrusion Detection Monitoring service (Albert).



3. Security Information and Event Management (SIEM)

The CCBOE must continue using the SIEM Logging service. All election network systems must be
configured to log system events to the SIEM.

4. Endpoint Detection and Response (EDR) Solution

EDR solutions protect systems more effectively than the traditional anti-virus products by
scanning for known bad behavior and characteristics of malicious actors, rather than looking only
for bad files like traditional anti-virus software.

5. Malicious Domain Blocking and Reporting

This service (MDBR) blocks access to malicious websites, helps stop malware from connecting to
known command-and-control infrastructure, and complements the Albert and SIEM services.

F. Technical Controls
1. Board of Elections Websites

The CCBOE must ensure its website can withstand the heavy traffic associated with a Presidential
general election.

2. Vulnerability Management

The CCBOE must conduct authenticated vulnerability scans at least once a week. It must retain
evidence that these scans are completed and acted upon for at least one year.

3. Approved Operating Systems

All computer operating systems must be supported by their manufacturer and receive regular
security updates.

G. Cybersecurity Training

The SOS will continue to provide cyber security training at no cost. Additionally, boards are required
to participate in tabletop exercises, as outlined in the EOM, The SOS will make tabletop opportunities
available including but not limited to the 2024 US DHS CISA’s “TTX The Vote” national exercise, the
SOS hosted Regional Readiness Workshops, and other state and federally supported exercises.

H. Resilience

The voter registration server and any data processed by the board must be backed up daily. Other
critical systems, such as file servers, must be backed up at least once a week. These backups must be
stored in a secure off-site off-network location.
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DIRECTIVE 2024-10
June 21, 2024

To:  All County Boards of Elections
Board Members, Directors, and Deputy Directors

Re:  Election Security for November 5, 2024, General Election (Security Directive 5.0)
SUMMARY

Since 2019, boards of elections have worked tirelessly to implement security directives
that established standards for vendors, strengthened physical security requirements, and
modernized cybersecurity capabilities. Implementation of these directives ensures safe elections
and continues Ohioans' confidence in our democratic process. What began as a pilot project has
now been successfully deployed in all of Ohio’s 88 county boards of elections. Over the past
several years, each of you have risen to this challenge and continued to work at a peak level of
efficiency to secure our election systems in every community across the state. When it comes to
election integrity and legal responsibility, we have worked hard together to establish a national
reputation for election security excellence and positioned Ohio as the gold standard state. This
work is ongoing because the threats change daily. Building off the success of previous directives,
we continue to prioritize physical and cybersecurity while making sure you have the support and
tools needed to ensure you are prepared for 2024. We are excited to collaborate and further
strengthen our partnership to serve Ohioans. The below multi-faceted security strategy will help
provide the redundancy required for a strong election system infrastructure. This directive works
to eliminate single points of failure by providing redundant communications and ensuring back up
plans are in place should a need arise. The Secretary of State Readiness grant funding is being
distributed to support the requirements of this directive as well as directive 2024-09.

PHYSICAL SECURITY

Physical security of the board office is essential to protect personnel, voting equipment,
voting systems, and other IT systems to maintain the confidentiality and integrity of elections.
Risks, such as damage from fire or water and unauthorized physical access must be reduced
whenever possible. All requirements must be completed by September 30, 2024.

A. Security of The Board Office

Boards of elections must review and comply with the security requirements outlined in
Chapter 3 of the EOM. This also requires boards of elections to adopt a security policy regarding
the overall security of its office. Security policies and procedures shall be audited semiannually to
ensure they are up to date and being followed.

All voting equipment, along with the rooms, cases, cabinets, or cages that house the
equipment, must be locked under a dual-control lock system, ensuring that any access to the
equipment requires a bipartisan team.
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Boards of elections are required to secure the voter registration server. Physical security
provides the first line of defense to any board of elections against potential threats. Boards of
elections must secure the Albert server, SIEM server, network equipment, and any other related
election equipment, other than individual workstations, in a locked room at all times, accessible
only to authorized personnel.

Exterior lighting for the perimeter of each board’s building must be focused on entrances,
exits, and the external drop box, and must be regularly inspected to ensure proper function.
Adequate fire suppression equipment must be available and regularly inspected for proper
functional capability. Portable extinguishers shall be visually inspected each month for physical
damage, such as corrosion, leakage, or dents, and to ensure the pressure gauge is in the proper
operating range, if a pressure gauge exists. Additionally, boards of election shall maintain
approved video monitoring systems, for both interior bipartisan rooms and the exterior drop box.
Video monitoring systems must store footage as required in Security Directive 2022-38 Technical
Document and be regularly examined to ensure the system is operating as expected.

Threats of physical harm to elections officials and unauthorized entry, or attempts to gain
unauthorized access to secured facilities, are security events and must be reported as soon as
practical, but not longer than 24 hours, to the Secretary of State’s office via
SecurityEvent@OhioSoS.gov.

B. MARCS Radio Emergency Interoperability

The Secretary of State’s office will provide backup communications systems to each board
of elections in the form of a Multi-Agency Radio Communication System, commonly referred to
as MARCS radio, to promote interoperability and emergency preparedness. All boards of election
must ensure adequate staff are trained on how to use the MARCS radio in case of emergency, the
radio is charged and turned on during all voting periods, and the equipment is securely stored when
not in use. Local law enforcement and boards of election will receive additional guidance prior to
each statewide election to ensure all parties are prepared for appropriate usage, if the need arises.

CYBER SECURITY

All cyber security validations and requirements must be completed by September 30,
2024. Consistent progress towards completion will be tracked in the election security
compliance checklist submitted monthly by the boards. This checklist will be reviewed during
bi-weekly meetings with your cyber liaison. Boards are expected to be 50% compliant by August
1,2024.

A. Cvber Security: Compliance with Previous Security Directives

Boards of elections must review and comply with requirements identified in Chapter 3 of
the EOM and the following security directives:

2019-08: Security Directive 1.0
2020-12: Security Directive 2.0
2022-38: Security Directive 3.0
2023-16: Security Directive 4.0
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B. United States Department of Homeland Security (DHS) Services

Boards of elections are designated as critical infrastructure by DHS and accordingly have
access to many free DHS services.

Boards of elections must review and continue to use the Cyber Hygiene Vulnerability
Scanning Service from DHS. This service provides “vulnerability scanning of Internet-accessible
systems for known vulnerabilities on a continual basis as a no-cost service. As potential issues are
identified, DHS notifies impacted customers so they may proactively mitigate risks to their
systems prior to exploitation. The service incentivizes modern security practices and enables
participants to reduce their exposure to exploitable vulnerabilities.”

Each board of elections is required to request the following services, and if enrolled, agree
to the following services when an invitation from DHS is received:

e Phishing Campaign Assessment. This assessment is a “no cost six-week
engagement that evaluates an organization’s susceptibility and reaction to phishing
emails of varying complexity.”

¢ Risk and Vulnerability Assessment. This onsite assessment gathers data and
combines it with national threat and vulnerability information to detect vulnerabilities
in network security. After completing the assessment, DHS provides a final report
with its findings and recommendations for improving network security controls.

¢ Remote Penetration Testing. DHS provides this service remotely to identify
vulnerabilities in externally accessible systems. After completing testing, DHS
provides a final report with its findings and recommendations.

e Validated Architectural Design Review. This review is designed to develop a
detailed representation of the communications and relationships between devices to
identify anomalous communication flows. Following the review, a participating
organization will receive a report that includes discoveries and recommendations for
improving organizational operations and cybersecurity.

e Web Application Scanning. This service assesses the “health” of your publicly
accessible web applications by checking for known vulnerabilities and weak
configurations.

Election officials can obtain information on these resources and services by contacting
DHS at: CISAServiceDesk(@cisa.dhs.gov.

C. Elections Infrastructure Information Sharing

Boards of elections must review their personnel information with the Elections
Infrastructure Information Sharing and Analysis Center (EI-ISAC) and make any necessary
updates to ensure that the appropriate personnel at the board of elections and/or county IT receive
and review emails. New board and staff members must register at https:/learn.cisecurity.org/ei-
isac-registration, and boards must notify the EI-ISAC of contact information changes via email to
elections(@cisecurity.org.

Office of the Ohio Secretary of State 3 | page



D. Vulnerability Disclosure Program

A Vulnerability Disclosure Program (VDP) is a formalized process to receive, validate,
remediate, and communicate vulnerability information identified by security researchers on
specific technology systems. VDPs have proven successful in many industries, from the largest
tech companies to small governments. They can be an effective and efficient way for an
organization to improve its security posture.

The EI-ISAC offers a vulnerability disclosure program to all boards of elections at no cost.
Boards of elections are highly encouraged to enroll in this free program. To enroll in this service
please email elections@cisecurity.org and copy dlessard@ohiosos.gov.

E. Ohio Secretary of State Provided Services

This section of the Directive outlines the services that the Secretary of State’s office will
continue to provide in order to support Ohio’s secure elections infrastructure at no cost to the
county boards of elections.

1. Cyber Liaisons

The Secretary of State’s office will continue to engage cybersecurity professionals to assist
the county boards of elections with their IT support needs. Currently cyber liaisons are deployed
to each region of Ohio: Northeast, Northwest, Southeast, and Southwest. The cybersecurity
liaisons promote best practices to further improve the board’s cybersecurity and complement the
board’s current IT support. For example, cyber liaisons assist boards and local IT support with
tools, software or hardware integration, software and patch management support, network analysis
review, incident response planning and exercising, tier one incident management forensic
collection support, and general engineering technical assistance.

2. Network Intrusion Detection

Boards of elections must continue using the Albert Intrusion Detection Monitoring service
(Albert). The Albert must be configured to monitor the board of elections’ network traffic and may
also be used to monitor the overall county network traffic so long as the board of elections’ network
traffic is included in that monitoring. Boards should review and update their incident response plan
related to Albert alerts with their county cyber liaison.

3. Security Information and Event Management (SIEM)

Boards of elections must continue using the SIEM Logging service. All boards of elections
network systems must be configured to log system events to the SIEM. Other county log events
may also be sent to the SIEM, so long as the board of elections system events are continuously
monitored. Server refresh is a reimbursable cost under the above-mentioned grant.

4. Endpoint Detection and Response (EDR) Solution

Boards of elections must continue to use the EDR solution provided by the Secretary of
State’s Office. EDR solutions protect systems more effectively than the traditional anti-virus
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products by scanning for known bad behavior and characteristics of malicious actors, rather than
looking only for bad files like traditional anti-virus software.

If the board of elections is unable to implement the Secretary of State’s supplied EDR
solution, the board must document how their current EDR solution meets the Secretary of State’s
requirements.

5. Malicious Domain Blocking and Reporting

The Secretary of State continues to provide a malicious domain blocking and reporting
service (MDBR) for all county boards of elections. This service blocks access to malicious
websites, helps stop malware from connecting to known command-and-control infrastructure, and
complements the Albert and SIEM services. Each board of elections must maintain the service and
continue using this malicious domain blocking service or an approved equivalent. While the boards
of elections must utilize this service, the entire county is encouraged to take advantage of this
service at no cost.

F. Technical Controls

1. Board of Elections Websites

Boards of elections must ensure that their websites can withstand the heavy traffic
associated with a Presidential general election. Boards and their vendors must continue to utilize
TLS/SSL certificates for any publicly facing or internal web-based applications (e.g., the county
board of elections website) and ensure that its existing certificates do not expire.

All boards of elections websites, including vendor provided systems for election and voter
related information, must be protected by a web application firewall and content delivery services.

2. Vulnerability Management

The Secretary of State’s office will continue to provide an authenticated vulnerability
scanning service to the Boards of Elections at no cost to the boards. Boards of elections must
conduct authenticated vulnerability scans at least once a week. Boards must retain evidence that
these scans are completed and acted upon for at least one year.

Boards of elections must remediate vulnerabilities in network-connected systems in a
timely manner. Critical and high vulnerabilities must be remediated within 15 calendar days of
initial detection; all other vulnerabilities must be remediated within 30 calendar days of initial
detection. In order to meet the specified timelines, boards of elections are encouraged to utilize a
patch management solution.

3. Approved Operating Systems

All computer operating systems must be supported by their manufacturer and receive
regular security updates.
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G. Cybersecurity Training

Each board member and employee must complete an approved security awareness training
course annually and whenever a new board member or employee starts with the board of elections.
A copy of the certificate of completion or a report from the training system must be provided to
the Secretary of State’s office within 30 days of completion via email to
HAVAGrant@OhioSoS.gov. The Secretary of State’s office will continue to provide the training
at no cost to the boards of elections. Additionally, boards are required to participate in tabletop
exercises, as outlined in the EOM. The Secretary’s office will make tabletop opportunities
available including but not limited to the 2024 US DHS CISA’s “TTX The Vote™ national exercise,
the Ohio Secretary of State hosted Regional Readiness Workshops, and other state and federally
supported exercises.

H. Resilience

The board of elections voter registration server and any data processed by the board of
elections must be backed up daily. Other critical systems, such as file servers, must be backed up
at least once a week. These backups must be stored in a secure off-site off-network location. Boards
must retain copies of backups for at least three weeks. At a minimum, boards must annually test
the backup to ensure that the voter registration server and other critical systems can be fully
restored using the off-site backup.

Working together we can ensure Ohio is prepared for the 2024 election and that Ohioans
have confidence in the election outcome.

Yours in service,

EIP77a

Frank LaRose
Ohio Secretary of State
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DIRECTIVE 2024-11 -Voter Registration Data Integrity

RELEASED: June 27,2024

SUMMARY

e Directive 2024-11 outlines the purpose of the 2024 Voter Registration Data Integrity project and
introduces the new Registration Audit Dashboard now available through the BOE portal on the SOS
extranet.

e Chapter 4 of the EOM requires the CCBOE to “review its existing records in the SWVRD and make any
and all changes necessary to comply with the data entry standards outlined in this Section.”

¢ To meet the statutory responsibilities detailed in Chapter 4 of the EOM, data entry discrepancies must
be resolved to maintain the accuracy of the SWVRD.

e Resolving data entry discrepancies is especially critical in the implementation of the DATA Act, a new
law requiring the retention of registration and elections records by the SOS that must be implemented

by January 2025.

e Following a successful pilot program with six (6) Ohio boards of elections, the new Registration Audit
Dashboard is being deployed for all remaining boards of elections.

e The Dashboard displays the number of registration records flagged for additional review, such as
illegal characters in name fields, placeholder birth dates, unreasonably high ages, and improper

birth/registration date combinations.

e The CCBOE must access the Registration Audit Dashboard at least once per work week and take action
to correct any flagged voter records that appear.

e By August 1, the CCBOE must maintain its voter registration database to ensure the percentage of
flagged voter records does not exceed 0.1% of the total number of voter records in Active and Active-

Confirmation status.

PROHIBITED NAME CHARACTERS

Chapter 4 of the EOM lists data entry standards for voter names, including a list of characters that are
not permitted in name fields such as hyphens, apostrophes and periods. The dashboard flags voter
names containing these characters for correction. Prohibited characters must be removed from voter
names according to the procedures described in the EOM Data Entry Standards.

INCONSISTENT BIRTHDATES AND REGISTRATION DATES

Date of Birth is one of the key pieces of identifying information provided by voters. It is important that
voter dates of birth are recorded accurately.

Registration Date now has a standard definition. Generally speaking, registration dates should be the
initial date the voter became registered to vote in Ohio.

The dashboard flags voter records with inconsistencies identified in the Date of Birth and the
Registration Date fields. These inconsistencies almost certainly stem from data entry errors or incorrect



values in the voter record for these dates. Research will be necessary to determine the correct values,
including direct voter contact by email, phone, or other methods convenient to the voter.

Four (4) different issue types are currently flagged:
1. Placeholder Birth Date: The voter’s Birth Date has the “placeholder” value of January 1, 1800.

2. Registration Before Birth: The voter’s Registration Date is earlier than their Birth Date,
indicating they registered to vote before they were born. This likely represents an errant data
entry in need of additional research and correction.

3. Registration Under 17: The voter’s Registration Date is less than 17 years after their Birth Date,
indicating they registered to vote before they were 17 years old. This likely represents an errant
data entry in need of additional research and correction.

4, Unreasonably High Age: The voter’s age is 110 years old or greater according to their Birth
Date. The oldest documented living American is 114; therefore, this likely represents an errant
data entry in need of additional research and correction.

Requirements

The CCBOE must regularly access the Registration Audit Dashboard, at least once per work week, and
take action to correct any flagged voter records that appear. By August 1, the CCBOE must maintain its
voter registration database to ensure the percentage of flagged voter records does not exceed 0.1% of

the total number of voter records in Active and Active-Confirmation status.
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Frank LaRose
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DIRECTIVE 2024-11
June 27, 2024

To:  All County Boards of Elections
Board Members, Directors, and Deputy Directors
Re:  Voter Registration Data Integrity

SUMMARY AND BACKGROUND

This Directive outlines the purpose of the 2024 Voter Registration Data Integrity project
and introduces the new Registration Audit Dashboard now available to all Ohio county boards of
elections on the BOE portal.

The process of registering voters in Ohio has evolved over the years, especially with the
addition of online voter registration, the creation of a Statewide Voter Registration Database, and
the codification of standard definitions of election data terms.! For decades, Ohio’s voter
registration system relied entirely on hand-written paper records processed by 88 different county
boards of elections. This disparate method of administration lacked consistent guidelines for
documenting key fields such as birthdates and registration dates. When the General Assembly
directed the Secretary of State to create a Statewide Voter Registration Database (SWVRD), these
data points became a statutory requirement. To populate these data fields for registrations created
prior to the centralized database, boards sometimes used a placeholder date, such as January 1,
18002, especially where handwritten records were illegible or incomplete. The General Assembly
recognized this in 2014, including an amendment in election-related legislation that ensured voters
were not denied a provisional ballot based only on a placeholder birthdate, if they could otherwise
prove their identity. Further, the administrative process of transferring handwritten voter
registration forms to electronic data fields occasionally resulted in transcription errors, such as a
mistyped character in a name. This resulted in the development of Data Entry Standards set forth
in Chapter 4 of the Election Official Manual, which requires each county board of elections to
“review its existing records in the SWVRD and make any and all changes necessary to comply
with the data entry standards outlined in this Section.””

These data entry discrepancies are not commonly indicative of fraud or irregularities, but
they must be resolved in order to comply with our shared statutory responsibility to “maintain the
accuracy of the statewide voter registration database.”* This action is especially critical as we work
toward the implementation of the DATA Act, a new law enacted in 2023 requiring the retention
of registration and election records by the Secretary of State’s Office of Data Analytics and

T https://www.registerofohio.state.oh.us/pdfs/111/3/11/111$3-11-01 PH RV N RU 20240405 1406.pdf
2 https://codes.ohio.gov/ohio-revised-code/section-3505.183

3 https://www.ohiosos.gov/globalassets/elections/directives /2023 /eom/dir2023-24-ch04.pdf

4 https://codes.chio.gov/ohio-revised-code/section-3503.151
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Archive. The DATA Act required the creation of additional standard definitions that must be
utilized by all 88 county boards of elections in the processing, retention, and reporting of election-
related records to the Secretary of State.

The Office of Data Analytics and Archives began a pilot program in May of this year to
assist county boards of elections with this effort. The program provided six boards with county-
specific digital dashboards to help election officials more efficiently identify voter registration
discrepancies that require additional review and possible correction. These dashboards show the
number of registration records flagged for additional review, such as illegal characters in name
fields, placeholder birth dates, unreasonably high ages, and improper birth/registration date
combinations. The dashboards also display data unique to each county and allow boards of
elections to correct inaccurate data quickly and easily. After successful testing by the six pilot
counties, our office is now deploying this program to all remaining county boards of elections with
the goal of helping boards meet their obligations to correct inaccurate voter registration data as
outlined in Chapter 4. pages 127-128 of the Election Official Manual.

Using the new Registration Audit Dashboard, below is a list of the checks that county
boards of elections are required to review and resolve.

PROHIBITED NAME CHARACTERS

Chapter 4 of the Election Official Manual® lists data entry standards for voter names,
including a list of characters that are not permitted in name fields such as hyphens, apostrophes
and periods. The dashboard flags voter names containing these characters for correction by the
Board of Elections. Prohibited characters must be removed from voter names according to the
procedures described in the EOM Data Entry Standards.

INCONSISTENT BIRTHDATES AND REGISTRATION DATES

Date of Birth is one of the key pieces of identifying information provided by voters. It is
important that voter dates of birth are recorded accurately. Registration Date now has a standard
definition.® Generally speaking, registration dates should be the initial date the voter became
registered to vote in Ohio.

The dashboard flags voter records with inconsistencies identified in the Date of Birth and
the Registration Date. These inconsistencies almost certainly stem from data entry errors or
incorrect values in the voter record for these dates. Research will be necessary to determine the
correct values, including direct voter contact by email, phone, or other method convenient to the
voter. Four different issue types are currently flagged:

« Placeholder Birth Date: The voter’s Birth Date has the “placeholder” value of
January 1, 1800.7 This anomaly was explained earlier this this directive.

5 https://www.ohiosos.gov/globalassets/elections/directives/2023/eom/dir2023 -24-ch04.pdf
6 https://codes.ohio.gov/ohio-revised-code/section-3503.15
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 Registration Before Birth: The voter’s Registration Date is earlier than their Birth
Date, indicating they registered to vote before they were born. This likely represents
an errant data entry in need of additional research and correction.

 Registration Under 17: The voter’s Registration Date is less than 17 years after their
Birth Date, indicating they registered to vote before they were 17 years old. This
likely represents an errant data entry in need of additional research and correction.

o Unreasonably High Age: The voter’s age is 110 years old or greater according to
their Birth Date. The oldest documented living American is 114; therefore, this likely
represents an etrant data entry in need of additional research and correction.

In each case, the board of elections must research the voter record to determine whether it
contains the correct values for the voter’s Birth Date and initial Registration Date. The board of
elections must use any filings made by the voter, including registration cards, absentee ballot
applications, provisional ballot envelopes, or copies of government-issued identification cards to
determine the correct values. The board of elections may refer to outside data sources to assist in
its research, such as the Vital Statistics report published by DataOhio. The Secretary of State’s
Office may provide additional data points for review and correction. Again, direct voter contact
by email, phone, or other method convenient to the voter may be necessary to obtain accurate
information.

REQUIREMENTS

Boards of elections must regularly access the Registration Audit Dashboard, at least once
per work week, and take action to correct any flagged voter records that appear.

By August 1, 2024 boards of elections must maintain their voter registration databases to
ensure that the percentage of flagged voter records does not exceed 0.1% of the total number of
voter records in Active and Active-Confirmation status. In the event the percentage of flagged
voter records exceeds 0.1%, the Boards of Elections shall submit a plan to the Secretary of State’s
office and strive to reduce the percentage of flagged voter records to the stated threshold.

This office, in partnership with Ohio’s 88 county boards of elections, has a duty under the
law to maintain accurate voter rolls, and that requires constant vigilance. Our Elections and Data
Analytics teams standby ready to assist you in this effort. If you have any questions, please contact
Laura Davis, in our Elections Division, at (614) 696-8885 or 1davis@ohiosos.gov.

be

Yours i ice,

rank LaRose
Ohio Secretary of State
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DIRECTIVE 2024-12 - Instructions Regarding the Review, Examination, and Verification of the Petition

Proposing a Constitutional Amendment (Redistricting)
RELEASED: July 2,2024

SUMMARY

Directive 2024-12 provides instructions on the review, examination, and verification of signatureson a
petition proposing to amend the Ohio Constitution (Redistricting).

The CCBOE must complete the verification of the petition and return its certification to the SOS by July
18 at5p.m.

The signers of the petition must be qualified electors as of the date the CCBOE examines the part-
petitions.

The CCBOE must verify all petition signatures and ensure the voter registration record is updated with
voter activity credit if the signature and address match.

A circulator must indicate the number of signatures on the part-petition and attest under penalty of
election falsification that they witnessed the affixing of every signature.

If the CCBOE receives a part-petition with a majority of signatures from another county, it must not
verify that part-petition, but instead must promptly send the part-petition(s) to the Director and
Deputy Director of the other county.

After it finishes checking the signatures on the part-petitions, the CCBOE must electronically scan each
part-petition and provide a copy to the SOS.



. B= '
Frank LaRose
|  ©fio Secretary of State |

DIRECTIVE 2024-12
July 2, 2024

To:  All County Boards of Elections
Board Members, Directors, and Deputy Directors

Re:  Instructions Regarding the Review, Examination, and Verification of the Petition
Proposing a Constitutional Amendment (Redistricting)

SUMMARY

This directive provides instructions to county boards of elections on the review,
examination, and verification of signatures on a petition proposing to amend the Ohio Constitution.
Each board of elections must complete its review, examination, and verification consistent with
Chapter 13 and Chapter 16 of the Ohio Election Official Manual and return its certification to the
Secretary of State’s office no later than 5:00 p.m. on Thursday, July 18, 2024."

INSTRUCTIONS

L. PETITION SUBMITTED

On Monday, July 1, 2024, the Secretary of State’s office received a petition proposing to
place an initiated constitutional amendment regarding redistricting on the ballot in the November
5, 2024 General Election.

This initiated constitutional amendment petition must be kept separate from any other
petition and not commingled while in storage, during review, and upon return. Boards of elections
must examine each part-petition to determine the number of qualified electors who signed the
petitions. Each person who signs an initiative petition must be a qualified elector of Ohio and
registered to vote at the address provided on the part-petition as of the date the board examines it.2

IL. VERIFYING THE VALIDITY OF PART-PETITIONS AND SIGNATURES

Each board must carefully read this Directive and Chapters 13 and 16 of the Election
Official Manual before the board examines the petitions sent to its county.

1. The signers of the petition must be qualified electors as of the date the board examines
the part-petitions. The board must process all new, valid voter registrations and changes
of names and addresses to existing registrations received by the board or from the
Secretary of State’s office as of the date the petition was filed with the Secretary of
State before verifying the signatures on the part-petitions.’

1R.C. 3519.16(E).
2R.C.3519.15.
3R.C. 3501.38(A), R.C. 3519.15, and State ex rel. Oster vs. Lorain Cty. Bd. of Elections, 93 Ohio St.3d 480 (2001).
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2. The board must verify all petition signatures, electronically record decisions on the

IIIL.

validity or invalidity of each signature on the voter registration record, track for
duplicate signatures, and ensure that the voter registration record is updated with voter
activity credit if the signature and address match.*

The board must check each part-petition to determine whether the circulator’s
statement on the part-petition was properly completed. The entire part-petition may be
invalid if the circulator’s statement is not completed as required by law.’ However, no
board may invalidate a part-petition solely because a circulator statement includes a
number that is different than the number of signatures the part-petition actually
contains,’ so long as there is no indication of fraud or material misrepresentation.’

A circulator must indicate the number of signatures on the part-petition and attest under
penalty of election falsification that they witnessed the affixing of every signature.®
Thus, a board may invalidate a part-petition when it has evidence that a circulator
committed fraud or material misrepresentation.” Moreover, the board must document
and notify the public integrity division of the Secretary of State at EIU@ohiosos.gov if
it has evidence that a circulator committed fraud.

COMPLETING PART-PETITION SPREADSHEETS

If a board receives a part-petition with a majority of signatures from another county, that
board of elections must not verify that part-petition. Instead, the board must promptly follow the
steps below, complete the following two spreadsheets accompanying this Directive, and return the
spreadsheets in the envelopes provided when all part-petitions are returned to the Secretary of
State’s office:

1.
2.

Part-Petitions Sent Spreadsheet (Original Part-Petition(s)), and

Part-Petitions Received from Another Board Spreadsheet (Scanned Part-
Petition(s)).

If a board of elections receives a part-petition(s) that belongs to another county:

1.

Contact the director or deputy director at the other county board by phone to
notify them that your board will forward a scanned copy of a part-petition(s).

Log the transfer of the part-petition(s) going to another county on the “Part-
Petitions Sent” spreadsheet.

4 Chapter 4, page 74 of the Election Official Manual.

$R.C. 3501.38.

6 See State ex rel. Ferrara v. Trumbull Cty. Bd. Of Elections, 166 Ohio St.3d 64 (2021).

7 See Ohio Mfrs.’ Assn. v. Ohioans for Drug Price Relief Act, 147 Ohio St.3d 42, 2016-Ohio-3038, 59 N.E.3d 1274,

119.

$R.C. 3501.38(E)(1).

9 “And nothing in [Ferrara] disturbs the litany of caselaw providing that evidence of fraud triggers full invalidation
of a part-petition.” Ferrara at §22.

Office of the Ohio Secretary of State 2 | page



3. Send the copy of the part-petition(s) via email to the director and deputy director.

4. Return the original part-petition(s) with the “Part-Petitions Sent” spreadsheet in
the marked envelope included with the original part-petitions. When the board
returns its reviewed part-petitions to the Secretary of State’s Office, place the
envelope with the part-petition and respective spreadsheet enclosed on top of the
reviewed part-petitions so it can be easily located and retrieved from the box.

If a board of elections receives a scanned copy of a part-petition from another county:

1. Log the part-petition(s) that the board receives on the “Part-Petitions Received”
spreadsheet.

2. Print and process the part-petition(s).

3. Return the emailed part-petition(s) with the “Part-Petitions Received” spreadsheet

to the Secretary of State’s Office in the marked envelope included with the
original part-petitions. When the board returns its reviewed part-petitions to the
Secretary of State’s Office, place the envelope with the part-petitions and
respective spreadsheet enclosed on top of the reviewed part-petitions so it can be
easily located and retrieved from the box.

Note: Even if a board does not email a copy of a part-petition to another county and/or does
not receive a copy of a part-petition from another county, the board must enter the county name
and mark the box (X) in the top right-hand corner of the spreadsheet and place it in the correct
envelope. When the board returns its reviewed part-petitions to the Secretary of State’s Office,
place both envelopes on top of the reviewed part-petitions so they can be easily located and
retrieved from the box.

IV.  SCANNING PART-PETITIONS

After the board finishes checking the signatures on the part-petitions, the board must
electronically scan each part-petition. A copy of the scanned images must be uploaded to the
Secretary of State’s SharePoint site (using the instructions accompanying this Directive). Each
board must retain an electronic copy of the images for the board’s records.

V. FULFILLING PUBLIC RECORDS REQUESTS

Boards of elections may receive public records requests for copies of the part-petitions.
Boards should consult with their statutory legal counsel, the county prosecuting attorney, before
rejecting, fulfilling, or responding to any public records request.

VL. CERTIFICATION AND RETURN OF PETITION

As soon as the board finishes verifying the signatures on the part-petitions, the board must:

1. Complete and submit the certification form electronically by clicking the “submit”
button on the bottom of the form,;

2. Verity that the form received a timestamp;

Office of the Ohio Secretary of State 3 | page



3. Print and save a copy of the completed certification form containing the timestamp;
4. Have the director and deputy director sign the time stamped certification form; and
5. Upload the signed certification form to the SharePoint site. '

If, upon submitting the form via Elect Collect, the board does not receive a timestamp,
immediately contact this office at (614) 466-2585. All certification forms and scanned images
of petitions must be submitted through SharePoint by 5:00 p.m. on Thursday, July 18,
2024.11

After submitting the certification forms, county boards of elections must promptly return
the original part-petitions to the Secretary of State’s Office, Elections Division, 180 Civic Center
Drive, Columbus, Ohio 43215-3668 via trackable delivery method. Alternatively, county boards
of elections may choose to return the original part-petitions in-person by contacting the Elections
Division and scheduling a time for return during business hours at (614) 466-2585. All original
part-petitions must be received by the Secretary of State’s Office no later than Friday, July
26,2024.

If you have any questions concerning this Directive, please contact the Secretary of State’s
elections counsel at (614) 728-8789.

Yours in service,

Tkl Ltz

Frank LaRose
Ohio Secretary of State

19 Tf a board has not appointed a deputy director or director, then the board chairperson or a board member of the
opposite party, respectively, must sign the certification forms.
11 R.C. 3519.16(E).
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DIRECTIVE 2024-13 - Instructions Regarding the Examination of a Petition to Form a Minor Political

Party

RELEASED: July 3, 2024

SUMMARY

Directive 2024-13 provides instructions on the review, examination, and verification of signatures on a
petition proposing to form a minor political party (Libertarian Party of Ohio).

The statutory deadline for boards of elections to determine the validity of a petition to form a minor
political party is no later than 118 days prior to the next general election in an even-numbered year.
Therefore, verification of this petition must be completed by July 10, 2024 at 4 p.m.

The signers of the petition must be qualified electors as of the date the CCBOE examines the part-
petitions.

The CCBOE must verify all petition signatures and ensure the voter registration record is updated with
voter activity credit if the signature and address match.

A circulator must indicate the number of signatures on the part-petition and attest under penalty of
election falsification that they witnessed the affixing of every signature.

Ohio law governing minor party formation requires the petition be signed by not fewer than 500
qualified electors from each of at least a minimum of one-half of the congressional districts in this
state (which is at least 8 congressional districts).

The lack of congressional district number on a signature line is not a reason for a board to reject a
signature on a petition.

If the CCBOE receives a part-petition with a majority of signatures from another county, it must not
verify that part-petition, but instead must promptly send the part-petition(s) to the Director and
Deputy Director of the other county.

After it finishes checking the signatures on the part-petitions, the CCBOE must electronically scan each
part-petition and provide a copy to the SOS.



: B= ;
Frank LaRose
| ©hio Secretary of State |

DIRECTIVE 2024-13
July 3, 2024

To:  All County Boards of Elections
Board Members, Directors, and Deputy Directors

Re: Instructions Regarding the Examination of a Petition to Form a Minor Political Party

SUMMARY

This directive provides instructions for the review, examination, and verification of signatures
on a petition to form a minor political party. This petition was filed with the Ohio Secretary of State
by the “Libertarian Party of Ohio” on July 2, 2024.

The statutory deadline for boards of elections to determine the sufficiency and validity of the
petition signatures is July 10, 2024 (not later than the 118™ day prior to the next general election held
in an even-numbered year).! As a result, petition examination and verification must be completed and
the certification forms submitted electronically to the Secretary of State’s office no later than 4:00 p.m.
on Wednesday, July 10, 2024.

INSTRUCTIONS

I VERIFYING THE VALIDITY OF PART-PETITIONS

Before checking any part-petitions, each board of elections must carefully read this directive
and Chapter 13 of the Ohio Election Official Manual regarding circulators’ statements and signature
review. Then the board must proceed with the following steps:

1. Ensure that all new, valid voter registrations and voter registration updates are processed
as of the date the petition was filed with the Secretary of State (Tuesday, July 2, 2024)
before verifying the signatures on the part-petitions.” These registrations are effective as
of the date filed with the Secretary of State, and the electors’ qualification must be
determined as of the date the petition was filed.?

2. Petitions submitted with this filing must be kept separate from any other petition and
not commingled while in storage, during review, and upon return. Boards must verify
all petition signatures, electronically record decisions on the validity or invalidity of each
signature on the voter registration record, track for duplicate signatures, and ensure that the
voter registration record is updated with voter activity credit if the signature and address
match.

3. Check each part-petition to determine whether the circulator’s statement on the part-
petition was properly completed. The entire part-petition may be invalid if the circulator’s

IR.C. 3517.01 2(A)(1)(b).
2R.C. 3501.38(A).
3R.C. 3501.38 and 3503.19.
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statement is not completed as required by law.* However, no board may invalidate a part-
petition solely because a circulator statement includes a number that is lower than the
number of signatures the part-petition actually contains,’ so long as there is no indication
of fraud or material misrepresentation.® The board must document and notify the public
integrity division of the Secretary of State’s office at EIU@ohiosos.gov if it has evidence
that a circulator committed fraud.

IL TRACKING SIGNATURES BY CONGRESSIONAL DISTRICT

Ohio law governing minor party formation requires that the petition be signed by not fewer
than five hundred qualified electors from each of at least a minimum of one-half of the congressional
districts in this state.” Currently, that requires signatures from at least eight congressional districts.
Accordingly, each board of elections must track, tally, and report signatures individually by
congressional district within the county. This can be done electronically, if your county’s voter
registration system can accommodate the tracking and tallying of signatures by congressional district,
or manually by indicating the congressional district next to each signature and then hand counting the
number of signatures from each congressional district. Please note that the lack of congressional
district number on a signature line is not a reason for a board to reject a signature on a petition.

III. PART-PETITION BELONGING TO ANOTHER COUNTY

If a board receives a part-petition with a majority of signatures from another county, that board
of elections may not determine the validity of that part-petition or review the signatures contained on
it. Instead, it must promptly follow the steps below, complete the following two spreadsheets, and
return them in the envelopes provided when all part-petitions are returned to the Secretary of State’s
office:

1. Part-Petitions Sent spreadsheet (original part-petitions); and
2. Part-Petitions Received spreadsheet (emailed part-petitions).

If a board of elections receives part-petitions that belong to another county:

1. Contact the director or deputy director at the other county board by phone to notify them
that your board will be forwarding a scanned copy of part-petitions;

2. Log the transfer of the part-petitions being sent on the “Part-Petitions Sent” spreadsheet;

Send the copy of the part-petitions via email to the director and deputy director; and

4. Return the original part-petitions with the “Part-Petitions Sent” spreadsheet in the envelope
provided and marked as such. When the board returns its checked part-petitions to the
Secretary of State’s office, place this envelope on top of the checked part-petitions so it
can be casily located and retrieved from the box.

W

If a board receives a copy of part-petitions from another county:

1. Log the part-petitions that the board received on the “Part-Petitions Received”
spreadsheet;

4R.C. 3501.38.

5 See State ex rel. Ferrara v. Trumbull Cty. Bd. Of Elections, 166 Ohio St.3d 64, 2021-Ohio-3156.

6 See Ohio Mfrs.’ Assn. v. Ohioans for Drug Price Relief Act, 147 Ohio St.3d 42, 2016-Ohio-3038, 59 N.E.3d 1274,
919.

TR.C. 3517.01(AY(1)(b)(i).
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2. Process the part-petitions; and

3. Return the emailed part-petitions with the “Part-Petitions Received” spreadsheet in the
envelope provided and marked as such. When the board returns its checked part-petitions
to the Secretary of State’s office, place this envelope on top of the checked part-petitions
so it can be easily located and retrieved from the box.

IV.  SCANNING THE PART-PETITIONS

After the board finishes checking the signatures on the part-petitions, the board must
electronically scan each part-petition. A copy of the scanned images must be uploaded to the Secretary
of State’s SharePoint site (using the instructions accompanying this directive). Each board must retain
an electronic copy of the images for the board’s records.

V. FULFILLING PUBLIC RECORDS REQUESTS

Your board of elections may receive a public records request for copies of the part-petitions.
Boards should consult with their statutory legal counsel, the prosecuting attorney, before rejecting,
fulfilling, or responding to any public records request.

VL. CERTIFICATION AND RETURN OF PART-PETITIONS

As soon as the board finishes verifying the signatures on the part-petitions, the board must:

1. Complete and submit the certification form electronically by selecting the “submit” button
on the bottom of the form;

Verify that the form received a timestamp;

Print and save a copy of the completed certification form containing the timestamp;

Have the director and deputy director sign the time-stamped certification form; and
Upload the signed certification form to the SharePoint site.®

Please note that county boards located in more than one congressional district will need to
upload and submit the certification separately for each congressional district.

Sk Wb

All certification forms and scanned images of petitions must be submitted through
SharePoint by 4:00 p.m. on Wednesday, July 10, 2024. Once the certification form has been
submitted, county boards of elections must promptly return the original part-petitions to the Secretary
of State’s office, 180 Civic Center Drive, Columbus, Ohio 43215, via trackable delivery method. All
part-petitions must be mailed to the Secretary of State’s office by Wednesday, July 10, 2024.

Each board of elections director must share this directive with its legal counsel, the county
prosecuting attorney, and its voter registration system and voting equipment vendors as soon as
possible. If you have any questions concerning this directive, please contact the Secretary of State’s
Elections Division at 614.466.2585.

Yours in service,

Sl Lz

Frank LaRose
Ohio Secretary of State

8 R.C. 3513.05. If a board has not appointed a deputy director or director, then the board chairperson or a board
member of the opposite party, respectively, must sign the certification forms.
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 DIRECTIVE 2024-14 - Preparation for the Statewide Mailings of Absentee Ballot Applications for the

November 5, 2024, General Election
RELEASED: July 19, 2024

SUMMARY

e Directive 2024-14 notifies the CCBOE that the SOS will conduct a statewide mailing of absentee ballot
applications for the November 5, 2024 Presidential General Election.

e The SOS will mail an absentee ballot application by non-forwardable mail to every registered
Ohio voter in “active” or “confirmation” status.

e Initial applications are expected to be delivered during the first two weeks of September.

e All new voter registrations and changes of address/name must be entered into DIMs, and then
transmitted to the SWVRD by July 24, 2024.

e The SOS will send a second absentee ballot application mailing in early October to include any
individual who registers to vote or changes their name/address between July 25 and September
30, 2024.

e A third and final mailing will be sent in the middle of October to include any individual who
registers to vote or changes their name/address between October 1 and October 7, 2024 (the
voter registration deadline).

e The CCBOE must post a copy of the statewide absentee ballot application mailing at each polling
location on Election Day as a reference for voters who are marked in the pollbook as having to
cast a provisional ballot on account of having requested an absentee ballot. The SOS will provide
this posting via email at a later date.

BACKGROUND AND OVERVIEW

The SOS will mail an absentee ballot application by non-forwardable mail to every registered Ohio voter
in “active” or “confirmation” status. The absentee ballot application will be pre-filled with the voter’s
name, current address, and local voter identification number and mailed to the voter’s address as it
appears in the Statewide Voter Registration Database (SWVRD).

The United States Postal Service is expected to deliver the initial applications during the first two weeks
of September 2024.

INSTRUCTIONS
I.  PREPARATION FOR INITIAL MAILING
The CCBOE must do all the following no later than July 24, 2024:

e Enter all new voter registrations and changes of address or name, including information
from returned confirmation notices received, and ensure that those new registrations and
changes are transmitted to the SWVRD.



IL
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e Resolve all in-county and cross-county duplicate records.

e Review all alternate mailing addresses in the SWVRD (e.g., P.O. Boxes) and make sure that
all alternate mailing addresses associated with a voter’s record in the SWVRD are current
and relevant to the elector’s voter registration rather than some other election
administration purpose.

PREPARATION FOR SUPPLEMENTAL MAILINGS

In early October, the SOS will supplement the first mailing by sending an absentee ballot
application to any individual who registers to vote or changes their name or address from July 25
through September 30, 2024. To facilitate this mailing, the CCBOE must do all the following:

¢ No later than October 1, 2024, enter all new voter registrations and changes of address
or name, including information from returned confirmation notices and ensure that those
new registrations and changes have been transmitted to the SWVRD.

e No later than 5:00 p.m. on October 2, 2024, resolve all in-county and cross-county
duplicate records that exist.

The SOS will conduct a second supplemental mailing for any individual who registered to vote or
changed their name or address between October 1 and October 7, 2024 (the voter registration
deadline). To facilitate this mailing, the CCBOE must do all the following:

e No later than October 11, 2024, enter all new voter registrations and changes of address
or name, including information from returned confirmation notices, and ensure that those
new registrations and changes have been transmitted to the SWVRD.

¢ No later than 5:00 p.m. on October 11, 2024, resolve all in-county and cross-county
duplicate records that exist.

MANDATORY POSTING AT VOTING LOCATIONS ON ELECTION DAY

The CCBOE must post a copy of the statewide absentee ballot application mailing at each polling
location only on Election Day as a reference for voters who are marked in the pollbook as having
to cast a provisional ballot on account of having requested an absentee ballot. The SOS will
provide this posting via email at a later date.
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